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Execu�ve Summary

Since 2005 Albanian authori�es have been able to use digital technology to 
conduct lawful intercep�on of mul�ple targets and mul�ple communica�on 
devices. This trend has been driven by the need to keep up with effec�ve 
inves�ga�on of crime, as the technology in the field of telecommunica�ons has 
constantly developed. However, the effec�veness of such policy remains 
ques�onable as pointed out on several reports of the Prosecutor General to the 
parliament.
While the law has been amended several �mes to allow for the increased 
effec�veness of the intercep�ons, the system for the control and oversight of the 
adequacy of the implementa�on of the legisla�on that regulates the electronic 
surveillance regime has remained underdeveloped. Over the last decade there 
have been a number of allega�ons on unlawful intercep�ons conducted by 
different ins�tu�ons but no ac�on has been taken to improve the exis�ng 
accountability mechanisms. 
The lack of effec�ve control and oversight has seriously damaged the legi�macy of 
the use of such inves�ga�ve procedure, as evidenced by the lack of trust displayed 
publically by the highest public and poli�cal figures of the country. The latest 
amendments of the law on intercep�on and the Code of Penal Procedure in 2017 
provide for an expansion of the intercep�on competences and the increased use of 
such procedure through the development of mul�ple intercep�ng capabili�es.
In the condi�ons of the lack of effec�ve accountability system there is a risk abuse 
of competences and powers and of encroachment on the fundamental rights. This 
would have significant nega�ve implica�ons on the success of convic�ons, as the 
ruling could be overturned by higher level courts, including the European Court of 
Human Rights, but also on the integrity and poli�cal legi�macy of the security, law 
enforcement and judicial ins�tu�ons. Such omissions may have nega�ve 
implica�ons for Albania's policy alignment with the European Union, as ensuring 
full compliance with fundamental rights and guaranteeing more transparency, 
accountability and democra�c control, are among the key principles of the 
European Agenda on Security.
The Albanian execu�ve and legisla�ve branches should take steps to address these 
shortcomings by improving the legisla�on with the aim to strengthen the 
accountability framework and prac�ces in order to align them with the European 
Court of Human Rights case law and the EU policies.



Introduc�on

Lawful intercep�on (LI) is the legally sanc�oned official access to private 
communica�ons, such as telephone calls or online communica�ons and e-mail 
messages. Through the LI, a network operator or service provider gives law 
enforcement officials access to the communica�ons of private individuals or 
organiza�ons. 
As one of the most widely used special inves�ga�ve techniques LI, plays a crucial 
role in helping law enforcement agencies to combat criminal ac�vity among 
others. LI is par�cularly useful when dealing with sophis�cated organised criminal 
and terrorist groups because it is dangerous and difficult to gain access to their 
opera�ons, and gather evidence for use in prosecu�ons. LI is used also to 
inves�gate corrup�on and to allow the evidence collected to be admissible in 
courts.
LI is based on na�onal legisla�on of each country. In conduc�ng intercep�on of 
telecommunica�ons countries are required to maintain a balance between the 
needs of security agencies and the respect for fundamental rights to privacy, 
personal data protec�on, and private and family life.
LI does not automa�cally violate the rights to a fair trial and to property, but 
adequate and sufficient safeguards against abuse must be in place. There is a very 
fine line between Lawful and Un-Lawful Intercep�on, which is dependent 
primarily on the legal and regulatory framework, followed by the policies and 
procedures involved in its u�liza�on, monitoring and scru�ny, and on the 
technology used.
Due to LI’s poten�al to be misused or abused and to the immense impact it can 
have when misused, it should be very well standardized and regulated in 
conformity with the best interna�onal norms and prac�ces. 
The European Conven�on on Human Rights and the case law of the European 
Court of Human Right (ECtHR) provide for a number of standards, which the 
na�onal laws of the Member States of the Council of Europe must adhere. In order 
to prevent the misuse of intercep�ons there should be safeguards that include: 
comprehensive legisla�on, control mechanisms and effec�ve oversight.
Through a number of Direc�ves and Regula�ons, the European Union also sets out 
the framework for a balanced approach when using electronic surveillance. EU 
Members are required to maintain a balance between the needs of law 
enforcement authori�es and respect for the fundamental rights to privacy, 
personal data protec�on, and private and family life. The European Agenda on 
Security (EAS),¹ adopted by the EU Commission in April 2015, defines as key 
principles the full compliance with fundamental rights and the guarantee for more 

1 European Commission. (2015, April 28). 
Communica�on from the commission to the 
European parliament, the council, the 
European economic and social commi�ee and 
the commi�ee of the regions – the European 
agenda on security. 
Brussels: COM(2015) 185. 
h�ps://ec.europa.eu/home-
affairs/sites/homeaffairs/files/e-
library/documents/basic-
documents/docs/eu_agenda_on_security_en.
pdf



transparency, accountability and democra�c control.
In light of its obliga�ons to adhere to the interna�onal conven�ons and the 
country’s Cons�tu�on, Albania adopted a comprehensive law on intercep�on of 
telecommunica�ons (LIT) in 2003, although intercep�on of telecommunica�ons to 
collect evidence was used earlier also. The Criminal Procedure Code (CPC) adopted 
in 1995 provided for legal and procedural specifica�ons on intercep�ons but did 
not elaborate on technical standards.
The LIT has been so far amended four �mes (2008, 2009, 2012, and 2017) with the 
aim to broaden the intercep�on scope and improve the technical capabili�es. The 
latest amendments of both the LIT and the Criminal Procedure Code were made in 
2017, as part of the comprehensive jus�ce reform that seeks to address the fight 
against corrup�on and organised crime.
In addi�on to the enhancement of the intercep�ons’ framework and capabili�es, 
to be used for inves�ga�on and prosecu�on organised crime and corrup�on, the 
use of intercep�on has been expanded to become part of the integrity building 
process of the new ins�tu�ons established to fight organised crime and 
corrup�on. According to the law on the Organiza�on and Func�oning of 
Ins�tu�ons for Comba�ng Corrup�on and Organized Crime (law on SPAK),² all the 
judges, prosecutors, employees of the new an�corrup�on ins�tu�ons, as well as 
their family members will be subject to regular monitoring of their electronic 
communica�ons.
While the frequent amendments of the legisla�on have targeted the 
enhancement of the intercep�ons’ framework and capabili�es, it has failed to 
propor�onally provide for the establishment of an effec�ve accountability system. 
The existence of an effec�ve control and oversight of intercep�ons is required by 
the Council of Europe, the case law of the ECtHR, and the EU Direc�ves and 
Regula�ons, which compliance although not being mandatory for Albania as an EU 
candidate country, would have contributed to the overall legisla�on 
approxima�on and policy convergence. 
Moreover, the current legisla�on fails to sa�sfy criteria such as the quality of law 
standards, as set out by ECtHR case law. The lack of a solid legisla�on that is fully 
compliant with the best interna�onal prac�se and the ECtHR case law, and the lack 
of effec�ve mechanisms of control and oversight risk to have nega�ve implica�on 
for both the success of the efforts to combat crime and corrup�on as well as for the 
integrity and legi�macy of the law enforcement and judicial ins�tu�ons.
It is important for Council of Europe member States to have legal framework in 
place that is fully compliant, because it can ul�mately be subjected to the control 
of the ECtHR. Once domes�c remedies have been exhausted, individuals can bring 
a case before the ECtHR, alleging that intercep�on has violated their human rights. 
Therefore there is the risk that people accused of corrup�on or crime may be 

2 Law on SPAK, 
h�p://www.reformanedrejtesi.al/sites/default/files/li
gj-nr-95-dt-6-10-2016-1.pdf



cleared of their charges if the ECtHR finds that intercep�ons used to collect 
evidence have failed to meet the quality of law standards. 
On the other hand such failure would contribute nega�vely to the efforts made to 
strengthen the capaci�es and enhance the legi�macy of the law enforcement and 
judicial ins�tu�ons. Legality of intercep�ons is already a very hot poli�cal topic in 
Albania, as over the last decade frequent allega�ons have been made by the 
opposi�on par�es of all sides accusing the government for misusing and abusing 
intercep�on competences and capabili�es for unlawful purposes. Ul�mately the 
cost of such allega�ons has fallen upon the law enforcement and security 
ins�tu�ons which poli�cal legi�macy, integrity and public trust have been 
constantly undermined. 
The failure of the a�empts to properly inves�gate and clear these allega�ons has 
revealed the lack of an effec�ve and reliable control and oversight system, while 
the failure of the execu�ve and the legisla�ve to address the lack of such 
mechanisms, despite the opportunity given through the frequent amendments, 
shows that there is a lack of awareness on the implica�ons of such omissions.
Against this context this policy paper analyses the Albanian legisla�on and prac�ce 
for the conduct of lawful intercep�ons and examines the conformity of the 
country’s legal provisions with the requirements of the case law of the ECtHR, and 
the EU’s policy framework as provided in the European Agenda on Security. 
The aim of this paper is twofold: (1) to analyse and examine the extent to which the 
Albanian legal and ins�tu�onal frameworks on intercep�ons complies with the 
case law of the ECtHR, and the EU’s policy framework; (2) to propose 
recommenda�ons for improving the legisla�on on intercep�ons and the control 
and oversight mechanisms, as a means to strengthen both the effec�veness and 
the legi�macy and integrity of the law enforcement, security and judicial 
ins�tu�ons. 
The paper is structured as following: the next sec�on provides an overview of LI as 
a technical and legal process. The following sec�on provides an overview of the 
Albanian legal framework and the accountability system currently in place. The 
subsequent sec�on provides an analysis of the Albanian legal framework and its 
conformity with the case law of the ECtHR, and compliance with the EU policy and 
European Agenda on Security. The last sec�on provides some concluding remarks 
and recommenda�ons.



1. Lawful intercep�on 

LI as a technical and legal process

This sec�on provides a general overview on how LI is conducted, as an 
arrangement of legal and technical processes. At first, the difference is made 
between the lawful intercep�on of communica�ons, conducted through the use 
electronic means of communica�on, and the recording of conversa�on or/and 
images that is conducted by placing audio and/or video recording devices in 
private premises. Given the technological differences between the sta�c and 
portable intercep�on technologies, a descrip�on of the differences between the 
two is also made. 
This is relevant because of both legal and policy implica�ons. While intercep�on of 
communica�ons makes it easier to inves�gate only those people targeted, the use 
of listening devices implies the surrep��ous entry into private premises and the 
danger of recording persons that may not be target to an inves�ga�on, and 
therefore viola�ng their basic rights. On the other hand, while in Albania there is 
legisla�on in place for the LI of communica�ons, no legisla�on is in place regarding 
the use of devices that are physically placed in private premises, so this special 
measure of inves�ga�on remains currently unregulated.

Figure 1. The request for an 
intercep�on warrant

 



LI involves technology (hardware, so�ware, networks), people (law enforcement 
agencies, government and legisla�on authori�es, network and service provider 
employees), and official procedures that have to be followed in order for the 
intercep�on to be legal, and in order for the evidence collected to be admissible for 
prosecu�on by the judicial authori�es. 

Generally, the LI is conducted through the following steps: 

- The law enforcement or security agency applies for a warrant to an authority 
in charge of approving the intercep�on of communica�ons against a person.  
- The warrant is approved by the responsible authority (judge, prosecutor, 
minister). 
- The warrant is forwarded to the communica�ons company or companies 
(either physically or electronically).
- The communica�ons company(ies) ini�ates the intercep�on based on the 
warrant. 
- The law enforcement or security agency receives the intercepted material.
 

The figures below describe the two phases of the process, the applica�on for a 
warrant and the delivery of the intercep�ons (Figures 1 and 2).

Figure 2. The delivery of 
intercep�on materials

 



Generally the technological solu�ons allow for sta�c or portable intercep�on 
equipment. Most commonly intercep�ons are conducted by sta�c intercep�on 
facili�es, as these allow for be�er processing of informa�on as well as more 
effec�ve controls and accountability. Portable intercep�on equipment has been 
developed more recently and is used to complement the sta�c intercep�on 
capabili�es. Portable intercep�on equipment is used by law enforcement teams 
for specific opera�onal purposes to complement intercep�ons conducted through 
the sta�c intercep�on equipment, for instance if there are areas where there is no 
proper GSM coverage, or to iden�fy and track a phone or other compa�ble cellular 
data device even while the device is not engaged in a call or accessing data services.
A well known portable technology, which is widely used for the intercep�on of 
mobile communica�ons, is the Interna�onal Mobile Subscriber Iden�ty catcher, or 
IMSI-catcher. The IMSI-catcher imitates a GSM tower in a way that is impossible for 
a mobile phone to dis�nguish it from an authen�c GSM tower. This allows the IMSI-
catcher to capture any data that a mobile phone would normally send or receive 
from a valid GSM tower (Figure 3).³

Figure 3. Intercep�ons conducted with an IMSI-catcher technology

Given its mobility, this technology can be used by the law enforcement or 
intelligence and security agencies without needing a warrant. Therefore concerns 
have been raised about its use while the exis�ng legal framework doesn’t provide 
for clear regula�ons. 
In addi�on to the intercep�on of communica�ons, the law enforcement and 
security agencies use also audio and/or video recording devices that are placed in 
private premises (home, office, cars, etc.) of people that are target to an 

3 Norman, Jason. "Taking the S�ng Out of the 
S�ngray: The Dangers of Cell-Site Simulator Use and 
the Role of the Federal Communica�ons Commission 
in Protec�ng Privacy & Security." Fed. Comm. LJ 68 
(2016): 139 



inves�ga�on. 
Legally, the intercep�on of electronic communica�ons and the intercep�on of oral 
communica�ons are dis�nct categories, since in order to record oral 
communica�ons (via audio or/and video technical devices) the law enforcement 
and security officials may need to physically enter private residences to place these 
devices (Figure 4).

Figure 4. Various ways of placing audio/video recording devices in a private 
residence.⁴

The Albanian legisla�on on intercep�on 

The intercep�on of telecommunica�ons has been a known prac�ce in Albania for 
decades but no specific legisla�on existed to regulate it un�l 1995, rather it was 
provided in the regulatory framework of the security ins�tu�ons as an 
inves�ga�on and evidence collec�on method.
The Code of the Penal Procedure (CPP) approved in 1995 provided for the first �me 
the procedure for carrying out judicial intercep�ons. The intercep�ons acquired 
through this procedure could be used as and evidence in courts. Mean�me no 
legisla�on was adopted un�l 2003 for regula�ng the lawful intercep�ons for 

4 Image used to illustrate the ar�cle “Bug Thy 
Neighbor”, TIME Magazine March 6 1964. 
h�p://www.bugsweeps.com/info/�me_ar�cle.html



collec�ng intelligence or security related informa�on (security intercep�ons). 
Drawing on the dis�nc�on between the judicial intercep�ons, conducted during a 
judicial inves�ga�on for the detec�on and the inves�ga�on of a crime, and the 
security intercep�ons authorised for collec�ng intelligence or security related 
informa�on, this sec�on provides an overview of both processes and procedures. 

Security intercep�ons

The Albanian parliament adopted for the first �me a law on lawful intercep�ons for 
conduc�ng security intercep�ons in 2003. The law was adopted in response to the 
development of the telecommunica�on technologies and the increased usage of 
the mobile phones by the popula�on, the need to tackle the increased ac�vity of 
the organized crime, and the requirements for compliance with Conven�on for the 
Protec�on of Human Rights and Fundamental Freedoms which Albania has ra�fied 
a few years earlier.⁵
The law provides among others for the ins�tu�ons eligible to use LI, the grounds 
upon which LI may be requested, the authority responsible for approving the 
intercep�on warrants, the dura�on of the intercep�ons, the LI in emergency 
situa�ons (Table 1). 
The State Police, the State Intelligence Service and all the other intelligence and 
security agencies that operate under the ministries of Interior, Defence, Finances 
and Jus�ce, are eligible to use intercep�on of telecommunica�ons under this law. 
The informa�on obtained through this law cannot be used as evidence in the 
Court.⁶
Since its adop�on in 2003, the law on intercep�ons has been amended four �mes. 
The first amendment made in 2008, provided for the Ministry of Interior to 
establish a sec�on staffed with police officers in the premises of the State 
Intelligence Service where the intercep�on facili�es were based.⁷ The amendment 
seemed to be a solu�on to give to the Ministry of Interior direct access to 
intercep�on capabili�es, as the rela�onship between the government and the 
head of the State Intelligence Service had worsened and the minister of interior 
was keen to have his own people being in charge conduc�ng the intercep�ons.⁸
Nearly one and a half year later, the law was amended again to explicitly provide for 
more ins�tu�ons to have access to intercep�on. With these amendments the 
ministers of Finances and Jus�ce were given the competence to apply for an 
intercep�on warrant.⁹ Originally the law (2003) specifically men�oned only the 
ministry of Interior and Defence, as well as any other intelligence/security or police 
agency established by law to apply for a warrant. The amendments revealed the 
trend of an increased use of intercep�on by an increasing number of government 
agencies. 

5 Arjan Dyrmishi. “Intercep�on of 
Telecommunica�ons in Albania: Legisla�on and 
Prac�ce”, Policy Series II, Ins�tute for Democracy and 
Media�on 2010.h�p://idmalbania.org/wp-
content/uploads/2014/10/intercep�on-of-
communica�ons-in-Albania_June-2010.pdf
6 Law Nr. 9157, date 4.12.2003, On the intercep�on 
of the Telecommunica�on
7 Law Nr.9885, date 3.3.2008, On some amendments 
to the law On the intercep�on of the 
Telecommunica�on
8  US Embassy Tirana. Overview of the Albanian 
Intelligence Services. 2007 December 31.  
h�ps://wikileaks.org/plusd/cables/07TIRANA1090_a.
html
9 Law Nr.10 172, date 22.10.2009, On some 
amendments to the law On the intercep�on of the 
Telecommunica�on



The law was amended for the third �me in 2012 with the aim to reflect the 
development of broadband technologies and the increased use of internet for 
both voice and data communica�ons.¹⁰ This was reflected also in the �tle of the law 
which was modified to become the “Law on the intercep�ons of electronic 
communica�ons”. 
The law provided also for the obliga�ons of the communica�ons providers to ensure 
the access to lawful intercep�on with their own costs within 180 days from the receipt 
of the demand by the ins�tu�ons that conduct intercep�ons. This clause sought to 
keep up with intercep�ons amid the expanding number of the communica�ons 
providers, more specifically internet providers, and the risk that criminals tended to 
use services from the newly established providers that could not be intercepted.
In 2017 the law was amended again, this �me with the aim to align it with the 
jus�ce sector reform.¹¹ According to the new amendments, the authority for 
approving the intercep�on warrants has been transferred from the Prosecutor 
General to the Chief of the Appellate Court on An�-Corrup�on and Organized 
Crime (CHAC).¹² The law introduces a deadline of 48 hours within which the CHAC 
should approve or reject the applica�on. 
The law provides also for some modifica�ons for the emergency situa�ons. The 
intercep�on can be ini�ated immediately upon verbal request by the agencies 
en�tled to apply for a warrant but the applicant ins�tu�on must submit a regular 
warrant applica�on within 8 hours. The approving authority has the right to 
interrupt the intercep�on a�er 24 hours from the ini�a�on of the procedure. 
The law specifies the deadline for the destruc�on of the intercepted materials a�er 
the termina�on of the intercep�ons within 10 days, unless there is a jus�fied 
ground by the ins�tu�on that retains the intercepted material to extend the 
destruc�on. The extension can be authorized by the CHAC. 
A new clause in this amendment is the provision for the right to informa�on by 
ci�zens being subject to intercep�on. However, the provision of informa�on is not 
mandatory as the intercep�ng ins�tu�on may refuse to provide informa�on on 
grounds of harming the ac�vity of that ins�tu�on, another person or the na�onal 
security interests. 
The law provides also for an increased number of the intercep�on facili�es. From 
2003 un�l 2010, both security and judicial intercep�ons were conducted by the 
intercep�on capability managed by the State Intelligence Agency (SHISH). In 2010 
the judicial intercep�ons were conducted in the General Prosecu�on through a 
second facility that was established for this purpose. The 2017 law provides for the 
establishment of intercep�on capabili�es in the Special Prosecu�on on An�-
Corrup�on and Organized Crime (SPAK),¹³ as well as the district prosecu�on 
offices. The Na�onal Bureau of Inves�ga�on (NBI) that will operate within SPAK is 
responsible for conduc�ng the intercep�ons.

10 Law Nr. 116/2012, date 13.12.2012, On the 
intercep�ons of electronic communica�ons
11 EURALIUS. Jus�ce 
Reform.h�p://www.euralius.eu/index.php/en/library
/jus�ce-reform
12 Law Nr. 69/2017, date 27.04.2017, On the 
intercep�ons of electronic communica�ons
13 Law 95/2016, date 6.10.2016. On the Organiza�on 
and Func�oning of Ins�tu�ons for Comba�ng 
Corrup�on and Organized Crime 



Judicial intercep�ons

The lawful intercep�ons for judicial purposes are conducted in accordance with 
the Code of Penal Procedure. The CPP provides for the authori�es responsible for 
applying for and issuing an intercep�on warrant, the grounds on which the LI may 
be approved, and the dura�on and renewal of the warrants (Table 1).¹⁴
The authori�es responsible for applying for a LI warrant are the prosecutors. The LI 
may be requested on grounds of crimes punishable with prison sentence up to 
seven years and any crime commi�ed by means of telecommunica�ons and 
informa�on technology. Addi�onally, with the amendments made to the CPP in 
2017, the prosecutors may apply for LI also for the inves�ga�on of corrup�on 
crimes commi�ed by public officials and illegal benefits of interests.¹⁵
The authority responsible for issuing the warrants is the Court. The CPP provides 
also for use of LI without a Court warrant in an emergency situa�on. In such case, 
the prosecutor is obliged to inform to the Court within 24 hours, and in mean�me, 
to apply for a warrant which the Court has to approve or reject within forty eight 
hours.

Table 1. Security and judicial intercep�ons: comparison of procedures 

14 CPP, ar�cles 221-226. 
15 The crimes foreseen in the Penal Code in the 
ar�cles: 244, 244/a, 245, 245/1, 257, 258, 259, 259/a, 
260, 312, 319, 319/a, 319/b, 319/c, 319/ç, 319/d, 
319/dh, 319/e.

 

Authorities 
eligible to 

apply for an 
interception 

warrant 

Authorities 
eligible to 

approve an 
interception 

warrant 

Grounds Duration Renewal 
Emergency 
situations 

Security  
Interceptions 

Intelligence 
Service 

Ministry of 
Interior 

Ministry of 
Defence, 

Ministry of 
Justice, 

Ministry of 
Finance, the  

National 
Bureau of 

Investigation 

Chief of the 
Appellate 
Court on 

Anti-
Corruption 

and 
Organized 

Crime 
(Prosecutor 

General 
2003-2017) 

Increase the 
effectiveness of the 

work of investigative 
institutions to 

detecting 
unconstitutional, 

criminal and 
malicious activity, 
and to prevent the 
consequences that 

can come from such 
activity. 

Three 
months 

Unlimited 
extensions 
for three 
months 
period 

Immediately, 
upon verbal 
request by 
the eligible 
institutions. 

 
Obligations 

to submit full 
application 

within 8 
hours 

 

 
 
 

Judicial 
Interceptions 

The 
prosecutors 

(in  
accordance 
with their 

jurisdiction) 

The Courts, 
(in  

accordance 
with their 

jurisdiction) 

Crimes punishable 
with prison sentence 

up to seven years. 
 

Any crime 
committed by means 

of 
telecommunications 

and information 
technology. 

 
Active and passive 
corruption of public 

officials 
 

Illegal benefits of 
interests 

15 days 

Unlimited 
extensions 

for 15 
days 

period 

Immediately, 
upon 

motivated 
justification 

by the 
prosecutor. 

 
Obligations 

to inform the 
Court within 

8 hours. 
 

Obligations 
to submit full 
application 
within 24 

hours. 

 



The CPP provides also for the “intercep�on via technical means of oral 
communica�ons in private loca�ons, the intercep�on/recording via audio and 
video in private loca�ons”. However, although such kind of intercep�on 
presupposes the entry and interference with private property, and therefore 
requires adequate specific legal requirements and safeguards, the legisla�on is not 
adequately developed.

Accountability

According to the Venice Commission accountability may be defined as “being liable 
to be required to give an account or explana�on of ac�ons and where appropriate, 
to suffer the consequences, take the blame or undertake to put ma�ers right, if it 
should appear that errors have been made”.¹⁶
As far as law enforcement and security agencies are concerned, there can be 
different types of accountability: to the execu�ve, judiciary, parliament and 
independent bodies. There is also the accountability to interna�onal mechanisms, 
such as Council of Europe and the European Court of Human Rights. The 
monitoring role of civil society and the media are other forms of accountability. 
As part of the democra�c control of the security ins�tu�ons the control and 
oversight of the intercep�ons is embedded in those processes. 
There is no single model on how accountability is exercised as this depends on a 
number of factors, in par�cular the cons�tu�onal structure and history of the 
state, its legal and poli�cal culture and in the types of accountability exercised by 
the different branches of government. However an accountability system should 
include all or part of the following ac�vi�es:

- Internal and government controls conducted in order to ensure that the 
employees and officials in charge implement the laws and regula�ons in an 
efficient, professional and legal manner. 
- Authorisa�on of the intercep�on warrants by an authority external to the 
law enforcement or security agency, as a rule by a judicial authority.  
- The conduct of follow up controls by an independent expert body or a 
combina�on of parliamentary, judicial, and expert bodies. 
- A complaint mechanism that allows individuals to complain on alleged 
viola�on of rights.
- An ac�ve monitoring role by civil society (NGOs, think tanks etc.) and the 
media (Figure 5). 

16 European Commission for Democracy through Law 
(Venice Commission).  Report On The Democra�c 
Oversight of the Security Services. Strasbourg, 15 
December 2015, CDL-AD(2015)010 
h�p://www.venice.coe.int/webforms/documents/def
ault.aspx?pdffile=CDL-AD(2015)010-e



Figure 5. The accountability system of intercep�ons as promoted by the Council of 
Europe

Accountability mechanisms on intercep�on have been generally improved in the 
European area, over the last decade.¹⁷
Accountability may exist ex ante, beforehand or/and during the intercep�on, 
or/and ex post with the aim to review the ac�vi�es conducted. It can concern 
general opera�ons or specific acts. Hybrid forms of accountability may also exist. 
For example, an independent expert body can be given powers of authoriza�on of 
warrants or/and scru�ny of implementa�on, while a parliamentary body can be 
given the power to conduct hearings and/or inves�ga�ons. 
The Albanian legal framework on LI, for both the security and judicial intercep�on 
provides limited provisions on control and oversight. Some form of ex ante control 
is conducted through the division of competences between the law enforcement 
and security ins�tu�ons that are en�tled to use LI, and the authori�es that issue 
the intercep�on warrants. In order to control the execu�on of the warrants, the 
law empowers the General Prosecutor with the competence to have the control of 
the commanding equipment that enables the intercep�on.¹⁸
However no procedures exist for controls to be conducted during the process of 
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2017. 
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the intercep�on. The law provides for the PG to have access to the intercepted 
materials but only a�er the intercep�on has been terminated.¹⁹
In the case of the judicial intercep�ons even the ex ante control is flawed, as the PG 
has both the control of the commanding equipment and of the listening 
equipment, where the intercepted material is routed to be processed by the 
intercept operators.
Regarding the oversight by the parliament of the security intercep�ons, no 
procedure exists and no procedure has been established by the parliament on the 
means or procedures to conduc�ng parliamentary oversight, despite the frequent 
amendments of the law on intercep�ons. Over the last decade the parliament has 
made a�empts to exert some form or scru�ny but the results have been negligible 
(Box 1). 

Box 1. The case of intercep�ons conducted by the Defence Intelligence and Security 
Agency

In June 2012 the Socialist Party accused the Ministry of Defence (MoD) and the 
Defence Intelligence and Security Agency (DISA) for unlawful use of intercep�ng 
devices to eavesdrop the opposi�on and diplomats of friendly countries. The MoD 
and the government rejected the accusa�ons and despite repeated requests did not 
authorise the Socialist Party members of the parliamentary Na�onal Security 
Commission to have access to the premises of the MoD and the DISA in order to 
oversee their ac�vity. The head of the opposi�on pledged an inves�ga�on if the 
Socialist Party won the elec�ons in 2013.
In March 2014 the new government and the MoD made public documents showing 
that in 2010 DISA had purchased electronic surveillance equipment worth about 1.6 
million Euros. The intercep�ng device: Engage PI2 and Engage GI2 made by the Israeli 
company Verint Systems Ltd,²⁰ was shipped into Albania in the period around March 
2011, and allegedly was used for intercep�on purposes un�l July 2013. 
The new Minister of Defence declared that the former MoD and DISA officials had 
used this surveillance equipment to unlawfully intercept the opposi�on.²¹ The MoD 
filed a request to the Prosecu�on to inves�gate the former Minister of Defence, the 
former Director of DISA and five other MoD officials for viola�ng the procurement 
legisla�on.²² The Prosecu�on was asked also to establish whether the DISA, which 
maintained that the intercep�on device was used only for providing support the 
Albanian troops in overseas missions, had conducted illegal intercep�ng opera�ons 
against opposi�on poli�cians inside Albania. The MoD suspects that the former 
officials have replaced the hard discs with intercepted records with new ones 
However the Prosecu�on has not formally charge any of the suspected officials. Due 
to lack of exper�se and adequate technology the Prosecu�on has not been able to 
establish on whether the surveillance equipment has been used to intercept the 
alleged targets.²³ The Prosecu�on has not formally filed the case. 
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In the case of the judicial intercep�ons there is some form of parliamentary 
oversight, as the PG reports to the parliament annually. Since 2010 there has been 
a chapter in the PG’s annual report that is dedicated to sta�s�cs and issues 
pertaining to the judicial intercep�ons. However, no follow up ac�on has been 
undertaken by the parliament to addressing the issues raised in the reports and to 
querying the trends with the intercep�ons use and effec�veness. The data from 
the PG’s annual report shows that while the number of intercepted persons has 
increased considerably (up to 4-5 �mes) the number of criminal proceedings and 
the number of arrested persons has remained almost stagnant (Graph 1).
The increased gap between the number of people intercepted and the outcomes 
of the use of such inves�ga�ve measure raises ques�ons on whether the provision 
of increase the number of the intercep�on facili�es, as provided by the 2017 
amendments of the law on intercep�ons. Since 2011 the PG has con�nually raised 
the concern in the annual reports that the ‘results obtained by the use of 
intercep�ons are not sa�sfactory’.²⁴
Moreover the PG has considered as problema�c the rela�vely high number of 
people with access to intercep�on, sugges�ng that this has been a weak point 
because leakages have made intercep�on less effec�ve.²⁵
The increased number of the intercep�on facili�es will make control and oversight even 
more complicated. Since the law provides for separa�on of the processes of electronic 
authoriza�on of the warrant into the system and the execu�on of intercep�ons it is not 
clear which authority will control the mul�ple electronic authorisa�on units and how, 
as both processes will be conducted by the prosecu�on offices.

Graph 1. Number of intercep�on warrants, intercepted individuals and criminal 
proceedings in the period from 2010 to 2017.
Source. Compiled with data from the General Prosecutor reports to the Parliament.²⁶
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In the case of SPAK the issue of control and accountability is more complicated as 
the SPAK will have both inves�ga�ve and judicial powers, while there is no clearly 
defined internal separa�on within the agency. In addi�on the risk of abuse is 
doubled because the SPAK will have the control of both the commanding 
equipment and the listening equipment and will have the competence to conduct 
both security intercep�ons and judicial intercep�ons,²⁷ two processes that so far 
have been separated and carried out by different ins�tu�ons.

Lawful intercep�on and unlawful intercep�on 

One par�cular omission in the legisla�on, which has posed challenges to the 
accountability of the intercep�ons, is the lack of a clear defini�on of unlawful 
intercep�on.
Unlawful intercep�on is treated as a criminal offence in the Albanian Penal Code 
(PC). The intercep�on of telephone communica�ons or any other means of 
communica�on is punishable with prison sentence up to 3 years or a financial 
penalty. The Penal Code defines also the unlawful intercep�on of computer data as 
a criminal offense, punishable with a prison sentence of 3 to 7 years. For similar 
offence against public computer systems the CP provides for prison sentence of 7 
to 15 years.²⁸
However the law on intercep�ons does not define what unlawful intercep�on 
specifically entails, except for the viola�ons of the procedures of the lawful 
intercep�on. The consequences of this omission have made it almost imprac�cal 
to establish the truth on such procedure on a number of occasions (see Box 1). The 
most recent case was the ‘IMSI Catcher Case’, which led to a clash between the 
police, the prosecu�on, and the intelligence services (Box 2).

Box 3. The allega�ons on unlawful intercep�on by the Albanian State Police (ASP)

On 11 March 2016, an IMSI Catcher, model Vortex Aircube produced in Israel, was 
shipped into Albania through the port of Durres by a car with Italian diploma�c 
plates. The Albanian Intelligence Service (SHISH) alerted the Prosecu�on Office 
which ini�ated a formal inves�ga�on in June2016 charging the General Director of 
the ASP and two other police officials for illegally impor�ng into the country an IMSI-
catcher intercep�on device.²⁹
The General Director of the ASP Haki Çako was suspended from his posi�on by Court 
Decision and the Court sentenced him with house arrest for the pre-trial period. 
However the decision was overturn by the Court of Appeal and Çako was reinstated 
to his posi�on.
The Prosecu�on had collected evidence from the interroga�on of police officers 
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that suggested that the device had entered Albania illegally in March 2016 and was 
used for intercep�on purposes, including within the prisons.³⁰
The Prosecu�on issued a sequestra�on warrant for the device but it was never able 
to get hold of it. The ASP Director Çako refused the Prosecu�on the request 
maintaining that the item was des�ned for a diploma�c post and had a diploma�c 
immunity so it could not be examined by Prosecu�on. The IMSI-catcher device was 
transferred by the ASP to the Italian Embassy in Tirana. The Prosecu�on demanded 
the Italian authori�es to access the device but it never received any reply so the 
Albanian prosecutors have not been able to examine it and establish for what 
purposes the device was used.³¹
The IMSI-catcher case became a hot poli�cal issue and a parliamentary inves�ga�ve 
commission was established to examine the case for a four months mandate.³² The 
opposi�on claimed that the ASP Director had used the device to intercept the 
poli�cians of the opposi�on and foreign diplomats. The commission summoned 17 
high officials from the Intelligence Service, the ASP, the Ministry of Interior, 
including the minister, and the Prisons. The work of the inves�ga�ve commission 
did not lead to any meaningful result as the coopera�on of the summoned official 
was minimal and they refused to give evidence with the claim that the case was 
under inves�ga�on by the Prosecu�on and therefore any statement would lead to 
breach of the secrecy of the inves�ga�ve procedures.³³

The case was inves�gated by the Prosecu�on for two years, by postponing the 
inves�ga�on every three months, in accordance with the Criminal Procedure 
Code. The latest postponement ended in May 2018, and since no evidence was 
collected due to inability of the Prosecu�on to access the device, the case was 
closed by the Court.³⁴

Allega�ons of unlawful intercep�on have been advanced by various high state 
officials. In June 2016 the Minister of Interior registered a case to the prosecu�on 
offices on allega�ons that he had been electronically surveilled in his office.³⁵ One 
year earlier, the President of the Republic had made a similar claim (Box 3). 

Box 3. Allega�ons on illegal eavesdropping of the office of President Nishani

In October 2015 President Bujar Nishani declared publically on the 
television that the government had been spying on him and his family.³⁶ One 
month later he claimed to have found an eavesdropping device in his office 
and officially requested an inves�ga�on to be led by the Prosecutor 
General’s office. Few months before leaving the office, President Nishani 
repeated publically his claims of illegal eavesdropping, poin�ng to the 
Ministry of Interior as responsible for such ac�on.
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Conformity with the ECtHR case law and the EU policy 

The intercep�on of electronic communica�ons is inherently linked to the right to 
privacy and personal data protec�on. Such rights are enshrined in the European 
Conven�on of Human Rights and Fundamental Freedoms legal issues arising from 
intercep�ons that may infringe on the human rights of individuals are subject to 
review by the European Court of Human Rights.
The specific technical nature of the processes can give rise to quality of law issues. 
In its case-law on secret measures of surveillance the ECtHR has developed a 
number of minimum safeguards that the legisla�on should include in order to 
avoid abuses of power (Box 4).³⁷

Box 4. ECtHR case law: quality of the law.³⁸

It is therefore essen�al to have clear, detailed rules on intercep�on of 
telephone conversa�ons, especially as the technology available for use is 
con�nually becoming more sophis�cated [...]. The domes�c law must be 
sufficiently clear in its terms to give ci�zens an adequate indica�on as to the 
circumstances in which and the condi�ons on which public authori�es are 
empowered to resort to any such measures [...]. Moreover, since the 
implementa�on in prac�ce of measures of secret surveillance of 
communica�ons is not open to scru�ny by the individuals concerned or the 
public at large, it would be contrary to the rule of law for the legal discre�on 
granted to the execu�ve or to a judge to be expressed in terms of an 
unfe�ered power. Consequently, the law must indicate the scope of any 
such discre�on conferred on the competent authori�es and the manner of 
its exercise with sufficient clarity to give the individual adequate protec�on 
against arbitrary interference.” 
ECtHR, Weber and Saravia v. Germany, No. 54934/00, 29 June 2006
“In its case-law on secret measures of surveillance, the Court has developed 
the following minimum safeguards that should be set out in statute law to 
avoid abuses of power: the nature of the offences which may give rise to an 
intercep�on order; a defini�on of the categories of people liable to have 
their telephones tapped; a limit on the dura�on of telephone tapping; the 
procedure to be followed for examining, using and storing the data 
obtained; the precau�ons to be taken when communica�ng the data to 
other par�es; and the circumstances in which recordings may or must be 
erased or the tapes destroyed.” 
ECtHR, Weber and Saravia v. Germany, No. 54934/00, 29 June 2006 
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So far, the approach taken by the Albanian law, with regard to the authoriza�on of 
intercep�on has not been in line with the ECtHR case law. In the case of Popescu v. 
Romania, the ECtHR considered that the Romanian authority which ordered the 
intercep�on (the prosecutor) was not independent from the execu�ve.³⁹ It stated 
that the authorizing body must be independent and that there should either be 
judicial control or independent control over the issuing body’s ac�vity.
With the amendment of the law on intercep�ons in 2017 this issue has been 
resolved as the authorizing power for the intercep�on warrants is the Court. 
However the law doesn’t specifically provide for follow up controls. In the Iordachi 
vs. Moldova case,⁴⁰ and the Ekimdzhiev vs Bulgaria case,⁴¹ the ECtHR has stressed 
that independent controls should exist at both the authoriza�on stage and the 
follow-up stage.
Apart from the authorisa�on, both the law on intercep�ons (2017) and the CPP 
(2017) do not provide for follow up procedures. 
The requirement of establishing effec�ve accountability mechanisms is 
highlighted also in the EU policies. According to the Treaty on European Union, 
security remains the responsibility of each member state,⁴² so the EU lacks the 
competence to legislate in this area. However the EU members are required to 
maintain a balance between the needs of law enforcement authori�es and respect 
for the fundamental rights to privacy, and personal data protec�on. 
In the Ac�on Plan for the Implemen�ng the Stockholm Programme, the European 
Commission stresses that ‘the Union must resist tendencies to treat security, 
jus�ce and fundamental rights in isola�on from one another’.⁴³
In this respect the EU has legislated mainly in the area of data protec�on. 
According to the Direc�ve 95/46/EC member states are required to ensure the 
rights and freedoms of natural ci�zens with regard to the processing of personal 
data, and in par�cular their right to privacy.⁴⁴ The Direc�ve 2002/58/EC provides 
for the harmoniza�on of the na�onal provisions required to ensure an equivalent 
level of protec�on of fundamental rights and freedoms, and in par�cular the right 
to privacy and confiden�ality, with respect to the processing of personal data in the 
electronic communica�on sector.⁴⁵
Direc�ve 2006/24/EC lays out provisions concerning the obliga�ons of the 
providers of publicly available electronic communica�ons services, or of public 
communica�ons networks, with respect to the reten�on of certain data which are 
generated or processed by them, in order to ensure that the data are available for 
the purpose of the inves�ga�on, detec�on and prosecu�on of serious crime, as 
defined in na�onal law.⁴⁶
The EU legisla�on has spurred the strengthening of the mandates of independent 
expert bodies that that perform important watchdog func�ons. In seven EU 
member states (Austria, Bulgaria, Croa�a, Finland, Hungary, Slovenia, and 
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Sweden) Data Protec�on Authori�es have the same powers over na�onal 
intelligence services as they do over any other data controller. In nine EU member 
states (Belgium, Cyprus, France, Germany, Greece, Ireland, Italy, Poland, 
Lithuania), Data Protec�on Authori�es have the power to issue non-binding 
recommenda�ons on general ma�ers related to intercep�ons.⁴⁷
Despite the increased relevance of the data protec�on and privacy related to the 
intercep�on processes in the EU context, the Albanian legisla�on on intercep�ons 
makes no reference to personal data protec�on. The law specifies the individual 
right of ci�zens to require informa�on on the data collected, but this is not 
mandatory for the ins�tu�ons that have conducted LI to provide such data.⁴⁸
The table below provides the conformity of the Albanian legisla�on and prac�ces 
with the ECtHR case law and prac�ces in EU member states. 
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Table 2. Conformity of the Albanian legisla�on and prac�ces with the ECtHR case 
law and prac�ces in EU member states.⁵⁰ 
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2006, “Për Përgjimet”
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Conclusions and Recommenda�ons 

While considered to be one of the most effec�ve tools in preven�ng and 
inves�ga�ng criminal ac�vity, the intercep�on of communica�ons is a subject of 
controversy due to its intrusiveness and poten�al for nega�ve impacts.
In Albania the inherent controversy of intercep�ons is exacerbated by an evident 
lack of trust into the system which is caused primarily by the inadequate and poorly 
performing accountability mechanisms. The legisla�on, for both security and 
judicial intercep�ons, provide some form of accountability, mainly in the phase of 
the authoriza�on of intercep�on warrants. 
According to EHtCR, and the EU standards, effec�ve accountability systems entail 
the involvement of a plurality of actors and require a con�nuity of controls and 
oversight before, during and a�er the u�liza�on of interac�ons. The general 
approach of the Venice Commission is that oversight should be a combina�on of: 
execu�ve control; parliamentary oversight; expert bodies; judicial review.⁵¹
However, the mere existence of such mechanisms is not sufficient, as the bodies 
involved should be provided with adequate resources and expert knowledge, and 
should be accorded sufficient competences, as well as be transparent.
A posi�ve development in this respect is the introduc�on of a judicial scru�ny in 
the law on intercep�ons. However, being limited to only the authoriza�on phase of 
the intercep�on procedure this will not enough to prevent the poten�al abuses 
that may occur in the follow up stages of the process.
There is a very fine line between lawful and unlawful intercep�on and this is 
primarily dependent on the legal and regulatory framework, but not only as it 
should be followed by the policies and procedures involved in monitoring of 
intercep�on processes and its use.
The eroded trust in the security and judicial ins�tu�ons, due to the frequent 
corrup�on and abuse of power will require much more efforts to be restored. 
As shown in the Table 2, the legisla�on on intercep�ons fails to fully meet the 
minimum quality of law requirements set by the EHtCR and if not addressed this 
may lead to nega�ve consequences for both the effec�veness of the intercep�ons 
and the legi�macy of the processes.
Against this se�ng the following recommenda�ons may be drawn. 

> The law on intercep�ons should be further improved to meet at least the 
minimum safeguards defined by the EHtCR.
> The law on intercep�ons should define the nature of the offences which 
may give rise to an intercep�on order. 
> The law on intercep�ons should define categories of people liable to be 
subject to intercep�on of communica�ons.
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> The law on intercep�ons should clearly establish the dis�nc�on between 
lawful and unlawful intercep�ons in order to avoid any interpreta�on and 
allow for abuses.
> The law on intercep�ons should include safeguards on the intercep�ons of 
so called privileged communica�ons that might involve journalists, 
whistleblowers, lawyers, etc. 
> The legisla�on for both security and judicial intercep�ons should be 
improved to address the vacuum on the use of intercep�ons of oral 
communica�ons in privately owned loca�ons.
> The legisla�on should clarify the use of intercep�ons by SPAK, given that 
this ins�tu�on is expected to use both security and judicial intercep�ons 
while these two processes have so far been conducted separately.  
> Given that the improved legisla�on alone is not sufficient to guarantee its 
proper implementa�on accountability should be strengthened by improving the 
exis�ng control mechanisms and by establishing the required oversight ones.  
> The Venice Commission’s general approach is that oversight of ins�tu�ons 
conduc�ng intercep�ons should be a combina�on of different ins�tu�onal 
layers that include: execu�ve control; parliamentary oversight; expert 
bodies; judicial review.⁵² Therefore steps must be undertaken to address the 
omissions and shortcomings iden�fied in the four components. 
> The execu�ve should exercise ex post control of the ac�vi�es of the 
agencies en�tled to use intercep�on of communica�ons and to prepare and 
made public annual reports covering ac�vi�es involved, sta�s�cs, policy 
issues, etc. The report should be presented to the parliament by the 
government for debate. 
> The parliament should establish the parliamentary commi�ee in charge of 
“”overseeing the implementa�on of the intercep�on legisla�on. 
> The parliament should make efforts to adopt legisla�on to establish expert 
independent body in charge of exercising regular ex post controls over the 
implementa�on of the laws and regula�ons. The French “Commission na�onale 
de contrôle des techniques de renseignement”,⁵³ the Bri�sh “Inves�gatory 
Powers Commissioner”,⁵⁴ or the Belgian “Comité permanent de controle des 
services de renseignement et de surete”,⁵⁵ could be taken as examples.  
> The independent ins�tu�ons, namely the Peoples’ Advocate and the 
Informa�on and Data Protec�on Commissioner, should be engaged to 
exercise ex post controls to ensure that the exis�ng legisla�on is 
implemented adequately and to propose legisla�on improvements 
according to their mandates.
> The judiciary should ensure involvement in the ex post oversight of the 
processes following the authorisa�on of the intercep�on warrants. 
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